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South Korea ïHacktivism, Cyber Sabotage, or Cyberterrorism?



ICS targets



ÅIn a small city in US with 8000 citizens

ÅIt has to look like a real system

ÅAnd by ñaccidentò the system has a link to 

the Internet

Letôs simulate a Water Pressure Control 

station



Attacks from

US, 9

LAOS, 6

UK, 4

CHINA, 17

NETHERLAND
S, 1

JAPAN, 1

BRAZIL, 2

POLAND, 1

VIETNAM, 1

RUSSIA, 3

PALESTINE, 1

CHILE, 1 CROATIA, 1 NORTH 
KOREA, 1









Research ï
Target a victim

Social 
Engineering ï

get them to click

Own one 
machine inside 

perimeter

Probe internal 
network

Compromise key 
servers

Steal your data

Probing Compromising Stealing

How to get your prey



Trustwave 2013 Global Security Report: 

Average time from initial breach to 

detection was 210 days, more than 

35 days longer than in 2011.



The attacker knows what heôs 

looking for!







Targeted!



Spear Phishing



Waterholing



Waterholing



Waterholing



If someone wants 

to get in, he getôs 

in!





Outside -in Model of Perimeter 

Defense

Layer protection from outside in 

Keeps threats as far away as possible!

Outside-In Security



Data Protection

Data

Inside -out Security

Inside-Out Security

Endpoints Datacenters











Targeted!















Real-Time Inspection

Analyze

Deep Analysis

CorrelateSimulate

Actionable Intelligence

Threat
Connect

Watch List GeoPlotting
Alerts, Reports,

Evidence Gathering

Visibility

ïReal-time Dashboards

Insight

ïRisk-based Analysis

Action

ïRemediation Intelligence

Identify Attack Behavior 

& Reduce False 

Positives

Detect Malicious Content 

and Communication

Out of band network data 

feed of all network traffic



Disabled 48,700 computers in 

S. Korea



Impact

ÅDisruption in business 
continuity 
ïBanking: ATM, banking 

operations, and online 
banking came to a halt. 

ïTV/Media: media contents to 
be broadcasted couldnôt be 
updated. Public facing 
websites taken down. 

ÅData loss
ïData on compromised 
systems couldnôt be 
recovered

ÅPublic
ïUnable to withdraw from ATM

ïUnable to process credit card 
transactions


